Operativsystem

Minneshantering |l
(kap 4 1 boken)



Sidutbytesalgoritmer

 Da ett sidfel (page fault) uppstar maste
operativsystemet byta ut innehallet i en
sidram mot det innehall som den som

fororsakade sidfelet behover

 Da innehallet i en sidram byts ut
— om forandrat (skrivet i), maste férandringarna
sparas nagonstans ( = pa hardskiva)

— om ¢j forandrat, kan man helt enkelt "radera”
det gamla innehéallet (eftersom innehallet
redan finns sparat nagon annanstans)



Sidutbytesalgoritmer ||

 Det nya innehallet kan tas fran flere stéllen

—om programkod: direkt fran filen som
innehaller det kdrbara programmet

— om data: fran swap-omradet pa hardskivan
— om ¢j tidigare anvant, en ny "tom” sida

* Problemstallning !

— vilken sidram skall tas i anvandning da ett
sidfel uppstar ?
 Val av sidutbytesalgoritm



Utbytesalgoritmer generellt

* Problemet med vilken sidram innehallet
skall bytas | ar generellt

— Cache-minnen: Vilken cache-rad skall bytas
— Disk cache: Vilket / vilka block skall bytas?

— Web server och minnes-cache: Vilken fil skall
bytas?



Sidutbytesalgoritmer

Den optimala

Icke nyligen anvand sida (not recently used,
NRU)

FOrst in, forst ut (First In, First out, FIFO)
Andra mojligheten (Second Chance)
"Klock™-algoritmen

Minst nyligen anvanda sidan (Least Recently
Used, LRU)

Inte ofta anvand (Not Frequently Used)
Working set



Den optimala algoritmen

 Da innehallet i en sidram skall bytas,
numrera sidramarna enligt hur lange det
tar innan sidramen nasta gang accesseras

Byt innehallet i den ram som langst |
framtiden kommer att accesseras!!

* Problemet: Denna algoritm ar omagjlig att
Implementera



Not recently used

Varje gang man laser fran en sida, satts en bit R (read),
varje gang man skriver satts en bit M (modified)

Med jdmna mellanrum nollstaller operativsystemet R-
biten (t.ex. vid klock-avbrott)

Vid ett sidfel, kan klassificera sidramarna enligt
— Klass 0: ej refererad, ej modifierad

— Klass 1: ej refererad, modifierad

— Klass 2: refererad, e] modifierad

— Klass 3: refererad, modifierad

Byt ut innehallet i en slumpmassigt vald sidram av lagsta
mojliga klass



First-In, First-Out

 Algoritm: Sidram valjs i1 Iopande ordning

« Anvands séllan, ger daliga resultat,
eftersom sidor som anvands mycket byts

ut lika ofta som sadana som anvants t.ex.
bara en gang



Second chance

« Som FIFO, men anvander sig ocksa av R-
biten, dvs. sida som refererats nyligen byts
ej ut, utan man ser pa nasta i listan

— dvs. sidorna far en "andra mojlighet”

» Klock-algoritmen ar samma som
FIFO/Second chance, det &r bara fraga
om hur algoritmen ar implementerad



Least recently used (LRU)

Introducera en raknare C som
iInkrementeras for varje instruktion som
CPU:n utfor

Da en sida refereras, skriv vardet pa
raknaren C till ett falt | sidtabellen

Vid sidfel, valj den sidram som har det
lagsta raknarvardet sparat fOr att byta ut

Problem: Hardvara implementerar séllan
denna funktionalitet
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Mjukvaru-LRU

* Vid varje klock-avbrott, inkrementera en
raknare C

* Vid samma klock-avbrott, kopiera
raknarens varde till sidtabellen for sadana
sidor som har R-biten satt

« Vid sidfel, byt ut innehallet i den sidram
med lagsta motsvarande raknare
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Not Frequently Used (NFU)

* Vid klockavbrott, om R-biten satt,
Inkrementera ett raknare-falt 1 sidtabellen

» Vid sidfel, ersatt sida med lagsta vardet pa
raknaren

* Problem: Detta system "glommer” aldrig,
en sida med hogt raknarvarde forblir |
minne, &ven om den inte anvants pa lange
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NFU med aldrande

* [nnan R-biten laggs till raknaren,
hogerskiftas raknaren

 Dessutom, R-biten adderas till den mest
signifikanta biten | raknaren

« Motsvarar nu ganska langt LRU
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Working set algoritmer

« Tidigare presenterades "Demand paging” sidor laddas
efter behov

— Problem: Da en sida laddas, tar det tid p.g.a. I/O -> proc.
blockeras. Da sidan laddats, fortsatter processen och behover
med stor sannolikhet en ny sida i narheten av den forra -> ett
nytt sidfel -> "trashing” (kontinuerliga sidfel)

— Borde ha laddat flere sida i samband med samma 1/O!

« Working set = den mangd av sidor | minnet som
processen for tillfallet anvander sig av

« Man stravar efter att processens "working set” skall
finnas i sidramar da processen skeduleras ("prepaging”)
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Working set

« Working set kan definieras som
w(k,t)
vid en tidpunkt t den mangd av sidor som
anvants vid de senaste k minnesreferenserna

* En sidbytesalgoritm ar harmed: Anvand en
sidram vars sida inte finns 1 working set

 Det ar dock svart att anvanda sig av k (de
senaste referenserna), istallet anvander man sig
ofta av approximationen de sidor som refererats
under den senaste tiden T
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Working set algoritm

 Uppratthall en réaknare C fér nuvarande tid

» Vid klockavbrott, kopiera vardet pa C till ett
falt (current_time) 1 sidtabellen

» Vid sidfel, berakna "aldern” pa sidorna (C-
current_time), byt ut en sida med alder
storre an T
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Sidstorlek ?

« Sma sidor -> stora sidtabeller (ryms t.ex.
ej 1 TLB)
 Stora sidor -> intern fragmentering

(eftersom | medeltal 50 % av den sista
sidan ar oanvand)

* Overhead kan berédknas
overhead = se/p + p/2
dar s ar medelprocesstorleken, e ar
radstorleken i sidtabellen, p ar sidstorleken
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Design av paging systems

* Globala eller lokala sidbytesalgoritmer

— Globala: Sidramarna gemensamt for alla
processer

« Dynamiskt avgora hur manga sidramar till en
process

— Lokala: Varje process blir tilldelad en fixerad
mangd sidramar

* Minnesbehovet 6kar: trashing
 Minnesbehovet minskar: sloseri med minne
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Cleaning policy

Vi vill ha sidor lediga

* Paging daemon: undersoker periodiskt
vilka sidor som kan skrivas till minnet
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Committed Memory

« Committed memory = totalt antal sidor
som maste ha en representation i antingen
RAM eller swap-utrymme pa skiva

— Vad hander om vi skriver till for mycket
minne?

20



NT (4.0) Minneshantering

1386: 2 GB user space / 2 GB kernel
— genom boot switch /3GB aven 3GB/1GB

Varje process har en minimum samt maximim "working
set”, samt en nuvarande storlek pa working set

Sidhamtning: "Clustered demand paging”, hamtar ett
Kluster av sidor kring den sida som begars (0-7 sidor)

Sidbyte: Klock-algoritmen

— NT 5.0 — om R-bit satt, nollstall raknare, annars inkrementera
raknare, byt ut sidram med storsta varde pa réknare

— Multiprocessor-maskiner: FIFO
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Processlista NT

El Windows Task Manager, |Z| |E|[E|

File ©Options ‘iew Help
&pplications | Processes | Performance | Metworking || Users

Image Mame Iser Mame CPU | Mem Usage  PeakMem Usage Page Fa... WM Size | Paged Pool P Pool e
AcroR (= jbiorkoye 35 856 K 46 7204 K 4585 006 31 284 K

Sshilient. exe jbjorkgy an & 505 K 6516 K 1691 2032 K 38K 4K

Sshilient, exe jbiorkaye oo 1720k 6 340K 3392 1 920K ITK K
POWERPMT.EXE jbiorkoy oo g 404 K S0 544 K 263 459 FOZ1Z K a1l kK 15K

OPSCAN.EXE jbiorkoy oo Falk SE7EK 1828 3385 K 45 K Sk —
rundllZ2, exe jbjorkgy an S840k 3408 K 1411 2216k 33K 2K

QCWLICON, EXE jbiorkaye oo 2892 K 11 216K 287 140 Fe92K 44 K = 4

nslookup, exe jbiorkoy 1] 126 K 3052 K 7965 1352 K 37K ZK

SshClient, exe jbiorkoy oo 1812K & 404 K 4 074 3144 K Ik 4k

QCTRAY.EXE jbjorkgy an 10564 K 15 720K 33924 g 168K TTK 42 K

ibmpre.exe jbiorkaye oo E7a K 1644 K B2 412 K 16K 1K

crd. exe jbiorkoy oo Tak 2536 K 971 2012K 3lk e 4
ibmmessages.exe jbiorkoy 1] Z 965 K a0za K 4z 087 4676k 43K 5K

iexplore, exe jbjorkgy an 43872 K G5 596 K 269 840 61 050K 109K 22K

TpScrex.exe jbiorkaye oo 208K 1976 K &40 B30k 26 K 1K

CCAPP.EXE jbiorkoy oo 6412k 16 124 K 27195 6905 K 56 K 11K
TRAYAP~1,EXE jbiorkoy oo Bo2 K 3992 K 1712 1672K K Sk

TPONSCR. exe jbjorkgy an SO0 K 2124 K 69 T4 K 27K 1K

Faskmnr . mee ik ke n>» 2 R4n K S ONA K 2 N33 1 50A K 34K aK b

[ ]show processes from all users
Processes: A4 CPU Usage: 2% Commit Charge; 496M [ 1225M
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NT Sidramar: status

Valid (or Active)

The page is part of at least one process' working set.
Transition

The page is not on any page list, and the Memory Manager is in the process of reading the page in from or writing
the page out to a file (e.g., a paging file).
Standby

The Memory Manager has recently removed the page from a working set, and any copy of the page on disk is
consistent with the in-memory copy.

Modified

The Memory Manager has recently removed the page from a working set, but the process modified the page, and
a copy of the file on disk (e.g., in a paging file) does not have the new content.

Modified No-write

The Memory Manager recently removed the page from a working set, but something, typically a file system driver,
marked the page so that it didn't automatically write back to a file, even if a process modified the page. A file
system indicated that the Memory Manager need not write the data to disk yet.

Free

The page is not part of any working set, and the process that referenced it removed any other references to it (e.g.,
it was deallocated). The zero-page thread has not cleared the page (i.e., filled it with zeroes).

Zeroed

The Memory Manager freed the page, and the zero-page thread cleared it.
Bad

The MMU detected the page as faulty, and the page is now off-limits.
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NT Working set

Process working sets

Working
set

List List Changed Pages

Available Bytes

Ficure B. Process working seT TrmmmG 18 Winoows NT. PERDDICALLY, ALL PAGES ABOVE THE PROCESS
MINIMUM WORKING SET ARE STOLEN AND PLACED ON THE STANOEY UST. TRIMMED PAGES AGE AND MOVE TO THE
FREE LIsT anD, ULTIMATELY, TO THE ZERD UST. MEANWHILE, TRIMMED PAGES WHICH ARE STILL ACTIVE ARE “SOFT-
FAULTED” BACK INTD THE PROCESS WORKING SET WHEN REFERENCED. NIODIFIED PAGES MUST BE COFIED TO A PAGING
FILE BEFORE MOVING TO THE FREE LisT. A mooirien page WRITER THREAD OF THE KERNEL WRITES PAGES TO DISK IN
BULK WHENEVER A DESIGNATED THRESHOLD OF CHANGED PAGES ACCUMULATES.
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Windows 10

In-memory decompression “fault”
v If a page
Working Sets g ; belongstoa | gystem Working Set
ng Modified List | o0 compress | 0 ng
All Non-UWP Apps Trimming and " ::g ;nt(l:‘tlto a System Store
out-swapping. working set. ;
UWPApp 1 " " UWP App 1 Store
UWP App 2 7 UWP App 2 Store
—_
v
if page belongs to the Standby List
system working set,
write to pagefile.

If a process faultson a
compressed page whose
compressed data has been
Pageﬁle paged out, read it from the
pagefille and decompressiit.

1017x721 59%b PNG




Linux minneshantering

3 GB User space / 1 GB kernel space

Uppratthaller resident set size (RSS),
mangden av sidor en process har
allokerade 1 sidramar

Sidhamtning: demand paging (ingen
prepaging)
Sidbyte: Soft-LRU, raknare som

uppdateras vid accesser, hogerskiftas da
ej accesserad
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Linux minneshantering

% 2:borken.abo.fi - default - SSH Secure Shell (=13
File Edit Wiew window Help
H gk =2 # S B @R

& Quick Canmect || Profiles -

12:38am up 183 days, 10:29, § u=ers, load average: 4.40, 4.09, 2.61 o
241 processes: 236 sleeping, 1 running, 0 zombie, 4 stopped
CPU states: 60.3% user, 39.4% system, 0.0% nice, 0.0% idle
Mem: 259696K av, 253960K used, 1696K free, 0K shrd, 100K buff
Svap: T14884K av, 634540K used, §0344K free 504K cached

PID' PAGEIN T3 DSIZE 15 5 E ) LCPUT COMMAND
5358 1 1 294N 42:2M g Z19M 203M 1320 NYI NYI 0 99.9 a.out
Q 0 0 0 0 0 0 ] 0 NYI NYI 0 14.3 kswapdn
5357 70 26 39T70M 2354 40 1772 6lz 2100 NYI NYI 0 10.0 top
15656 1128 397 4052M 57140 465 83M 1805 S1032 NYI NYI 0 4.2 ldap
3551 7 37 3983M 15750 45 14M 625 15128 NYI NYI 0 3.2 kbanner.ks
22012 345 E37 4059M 24935 552 89M 3392 81144 NYI NYI 0 2.5 server
1488 638530 1351 4044 79903 1540 0 TTM 684 38208 NYI NYI 0 1.9 X
530l 170 248 3971M 3732 260 3468 264 3108 NYI NYI 0 1.7 =sshd
1618 3867 33 3985M 15144 40 17TH 568 16896 NYI NYI 0 1.4 kdeinit
15701 645 537 4059M 94936 552 §9M 3392 51144 NYI NYI 0 1.3 server
15710 23 359 4045M 53332 420 J0M 1036 79536 NYI NYI 0 1.1 imap
1622 12926 33 3991M 24245 40 ZEZM 1320 18024 NYI NYI 0 1.0 kdeinit
28599 1016 114 3951M 14340 125 13M S04 13340 NYI NYI 0 0.5 kmix
1626 1303 33 3985M 17856 40 16M 600 16588 NYI NYI 0 0.5 kdeinit
1607 a0l 108 3973M L5572 116 5172 400 L5148 NYI NYI 0 0.4 artsd
15694 74 128 4050M 55128 136 8ZEM 1108 79552 NYI NYI 0 0.4 ewvent
5 0 0 0 0 0 0 ] 0 NY¥YI N¥VI 0 0.2 kblockd/so w
Connecked to barken, abo.fi 93HZ - aes128-che - hmac-mds - none | S0x24
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LInux sidramar

« Kérnan haller reda pa tillstandet for varje sidram genom en
racka av deskriptorer av typen struct page

— Rackan med sidramsdeskriptorer kallas mem map

— Haller reda pa statusen for varje sidram (== 0 is free, > 0 is
used)
— Flaggor for dirty, locked, referenced, etc.

« Karnan allokerar och frigor sidramar genom
__get free pages(gfp mask, order) och
free pages (addr, order)
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LInux sidramar

struct page {
unsigned long flags;

atomic t count;
struct list head list;

struct address space *mapping;

unsigned long index;
struct list head lru;

union {

/*

/*
/*
/*
/*
/*

struct pte chain *chain;/*

pte addr t direct;
} pte;
unsigned long private;
#if defined (WANT PAGE VIRTUAL)
void *virtual;

#endif /* WANT PAGE VIRTUAL */
b

*

/*

/*

atomic flags, some possibly
updated asynchronously */

Usage count, see below. */
->mapping has some page lists. */
The inode (or ...) we belong to. */
Our offset within mapping. */
Pageout list, eg. active list;
protected by zone->1lru lock !! */

Reverse pte mapping pointer.
protected by PG chainlock */
mapping-private opaque data */

Kernel wvirtual address (NULL if
not kmapped, ie. highmem) */

29



Linux sidramar, statusflaggor

PG locked - I/O pa gang

PG error - I/0 error nar sidan flyttades
PG referenced - Nyligen accesserad for I/O
PG uptodate - Satt efter I/O

PG dirty - Sidan har modifierats

PG lru - Finns 1 aktiv / inaktiv lista

PG active - 1 aktiva listan

PG slab - intern minnesallokering

PG reserved - kernelen anvander sidan
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Linux minneshantering

#include <malloc.h>
main () {
long 1i,73;
void *p;
for (1=0; 1<4000; 1i++) {
p = malloc (1<<20);
if (p) ((int *)p) [0] = 12;
printf ("allokerat %lu bytes, p: %$p\n", 1*(1<<20), p);
it (p) A
for (3=0; 3<1<<20; 3++) {
((char *) (p)) [J] = 3
}

while (1);
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LInux sidramar

* | teorin eliminerar minneshanteringen med sidor
behovet av allokera intilliggande minnessidor,
men

— T.ex. DMA anvander sig inte av MMU och accesserar
adressbussen direkt nar data flyttas

— Allokering av fortlopande sidramar andrar inte
sidratabellerna for kernelen

* Linux (och andra system ocksa) implementerar
en mekanism for att allokera intilligannde
sidramar
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Allokering av Intilliggande sidramar

Buddy system algorithm

— All page frames are grouped into 10 lists of blocks that contain
groups of 1, 2, 4, 8, 16, 32, 64, 128, 256, and 512 contiguous page
frames, respectively

» The address of the first page frame of a block is a multiple of the
group size, for example, a 16 frame block is a multiple of 16 x 212
— The algorithm for allocating, for example, a block of 128
contiguous page frames

* First checks for a free block in the 128 list

* [f no free block, it then looks in the 256 list for a free block

« If it finds a block, the kernel allocates 128 of the 256 page frames
and puts the remaining 128 into the 128 list

* If no block it looks at the next larger list, allocating it and dividing
the block similarly

* If no block can be allocated an error is reported
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Repetition

Minneshantering

— Se till att processer har tillgang till minne;
Virtuellt minne:

* Varje process far en virtuell adressrymd (=méijlighet
att lasa / spara data)

« OS ser till att det tillgangliga fysiska minnet anvands
andamalsenligt (bl.a. delas mellan processer)

— Uppratthaller per process en minneskarta over tillgangligt
minne

— Uppratthaller datastrukturer 6ver hur det fysiska minnet
anvands

— Ser till att data vid behov laddas / flyttas till och fran den
fysiska minnet
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